
 

 

 

 

 

 

 

 

Action Fraud received 537 reports in 48 
hours relating to fake emails purporting 
to be from British Gas.  

The emails state that the recipient is due a 
refund because of overpayment and there 
is a link to a phishing website requesting 
personal and financial information. 

As part of the scam alert, an example of the 
message has been released by Action 
Fraud. 

It states: "Hello, British Gas wants to inform 
you that you are eligible for a payment 
refund of £594. 

"Our records indicate that you have paid 
more than you should have for your British 
Gas Service from 2017-2019 and because 
of this reason, we have decided to refund 
you the total amount which you have 
overpaid." 

A link is also included in the email, which 
leads to phishing websites that are 
designed to steal personal and financial 
information, Action Fraud said. 

As with all potential suspicious or scam 
emails, forward them to the Suspicious 
Email Reporting Service (SERS) via 
report@phishing.gov.uk  
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The team have been receiving lots of scam 
mail from you all which is being sent in 
envelopes that have 2nd class stamps on. 
We request you are all vigilant to letters that 
have UK stamps on and do not assume they 
are trustworthy. These letters may contain 
promises of prizes, lottery draws or 
clairvoyants. Criminals tactics are always 
evolving, and this is another way they are 
attempting to defraud consumers. 

If you are in receipt of these letters, 
please ensure you send them to us at 

the address below. 

Do you have scam mail? 

Please write the date you received the 
mail on its envelope, then pop it into any 
mailbag or envelope and send into the team 
using this address: 

FREEPOST  

NTSST  

MAIL MARSHALS 

To learn more about scams, visit www.friendsagainstscams.org.uk 

 

2nd Class Stamps 
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Once again, criminals are using Covid-19 to try and scam consumers out of money and 
personal details. Currently there are many scams circulating regarding to this, pretending 
to be from different organisations such as the NHS, the World Health Organisation or even 
your local pharmacy. 

These scams may come in the form of text messages, phone calls, websites or even in person. 
When using text messages, people may be asked to press a number on their keypad or to reply 
to confirm they wish to receive a vaccine – this may result in a charge being put on the person’s 
phone bill and a loss of personal information.  

Over the phone, criminals may impersonate health officials so they can offer a vaccine in 
exchange for a fee or requesting bank details to “verify” your details. Emails are making the 
rounds which often have an attachment or link to book your vaccine. These attachments may 
contain malware which infects your device and steals information. The links may go to a fake 
convincing looking vaccine booking forms and may contain some of your personal details to give 
you confidence in the website – however at the end of the form they will request bank details or 
further information about you. 

With so many different scams relating to Covid-19, it is important to remember the 
following about the NHS: 

• They will never ask for payment – the vaccine is free 
• They will never ask for your bank details 
• They will never arrive at your home to administer the vaccine unannounced 
• They will never ask you to prove your identity by sending copies of personal documents 

such as NHS letters, passports or other identification documents. 

 

 

Vaccine Scams 

Charity Scams 

Criminals have been using the Covid-19 pandemic to solicit financial donations by 
impersonating legitimate charities.  

With the Covid-19 crisis in India being widely reported globally, it is likely that criminals may use 
the crisis in India to scam members of the public wanting to help.  

Key advice from Age UK if you receive a suspicious fundraising email or text message:  
• Be wary of unsolicited communication from a charity or any organisation you have 

had no previous contact with.  
• Think about whether you have donated before. Some scammers try to trick you into 

paying them by thanking you for a donation that you never made.  
• Do not click on any links or open any attachments in a suspicious email, text or social 

media message.  
• Do not reply to spam or suspicious emails or texts, even to say no.  
• If you receive a text message asking you do donate via your mobile, please be aware 

that texts from charities are always send from numbers between 70000 to 70999. 
You can also confirm the phone number on the charity’s official website.  

• Beware of spoofed email addresses and phone numbers. Criminals can easily make 
an email, text or call look like it comes from a legitimate source. If in doubt, verify what 
you have received is genuine with a known verified point of contact. 


